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46 countries 126 countries 4,521 Team Members >100,000 Visitors 

(a) Global spreading.



(a) Recruitment tree.







heavy-tail



linear investment in any arbitrary 
Galton-Watson process with b > 1

Kleinberg-Raghavan

polinomial investment 

with b < 2





False authentification (left) and spreading of missinformation (right).



(a) Correct Locations (b) Submissions

85% of submissions were incorrect.















Mighty enemies!
Zachary Rabold 
Gilbert Watson 



Official Website: www.tag-challenge.com



Our Website: www.tag-challenge.org



Twitter Spoofing



Discredit



Discredit



Discredit



Fake followers?



Where	
  Our	
  Followers	
  Were	
  Located	
  (Sample	
  Size	
  =	
  5000	
  Followers)



Allows people to perform a service call “Get Friends Fast” or GFF. We elected to buy this service to help create a 
“buzz” around our twitter profile. 

From the Twitter glossary:

GFF (Get Followers Fast): Sites that promise to get you more followers if you provide your username and 
password. After signing up, these sites send spam from your account. Don't use them.



Identified the wrong target!

Actual Stockholm TargetMisidentified Target



DARPA Shredder Challenge (2011)

I $50,000 reward.
I Why time-critical?

I Assemble for 1 month.
I Essentially no recruitment

time.
I Why social?

I NP-complete problem.
I 224, 373, 1115, 2340, 6068

pieces.
I Social mobilization for a

combinatorial problem.



(a) 224, 373, 1115, 2340, 6068 pieces ⇡ 25000 connec-
tions.

(b) Query incentive networks, again.



3, 667 recruits.



(a) (b)

(c) #1 (d) #2 (e) #3









Before the attack.



Probing with unconnected pieces.



Small structures under attack.



Main structure gone.



All progress gone.



Participants trying to recover the progress.



Participants trying to recover the progress.



Participants trying to recover the progress.



Participants trying to recover the progress.





«I appreciate your acknowledging the cleverness
of my exploitation of the weaknesses in your shredder
challenge puzzle solving implementation.»



«For my first attack, everything was wide open. I
made a post to 4chan to recruit people instructing
them to disconnect any connected pieces and then
start moving all the pieces into a single pile [...]
However, it seemed all you did was lock the pieces
together and ban my IP address.»

«Which led me to my second attack, using a VPN
and a neighbors wireless for some new IP addresses,
it was still very easy to just select all the pieces and
place them on top of each other, but this got old soon
and was too easily spotted by the puzzle solvers.»



«So I decided to get a bit more sneaky when I
realized your implementation didn’t have any check on
the bounds of the virtual table when moving pieces. I
selected a number of pieces, enough to make solving
the puzzle difficult with the missing pieces and not so
much that people would immediately notice, and then
just moved them off the top of the virtual table.»



«Anyways...I thoroughly enjoyed myself, and hope
you all learned something about crowd sourcing and
will give a bit more thought to security when
considering your next implementation. Whatever and
when ever that may be. »

«As for my motivation, I too am working on the
puzzle and personally feel that crowd sourcing is
basically cheating (and I’m not the only one that feels
this way). Sure, if you get enough people together and
working on it they will be able to solve nearly any
puzzle. It’s only a matter of time, however for what
should be a programming challenge about computer
vision algorithms, crowd sourcing really just seems
like a brute force and ugly plan of attack, even if it is
effective.»



Cebrian, Amigo, Huerta, et al., 2013.
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Figure 2

population dynamics

volume control
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Policy to attack large groups 
can be very efficient for 
limiting global recruitment.

Referral-based recruitment 
is externally controllable
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2-player, 1 shot game

Cost of the attack q ∈ (0, 1)  (fraction of the total reward) 

The damage inflicted by the attack d ∈ (0, 1).

CROWD

IN-HOUSE

ATTACK

0.4

COST

Wins!
1-0.4=0.6



Both CROWDSOURCE and 
ATTACK 

Both IN-HOUSE 

Both CROWDSOURCE + 
ATTACK

&
Both IN-HOUSEAlways attack (once) regardless 

of the cost of attack!
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DARPA Network Challenge:
4 years, 4 lessons

I. Hierarchical, incentive-based mobilization 
can be fast, large, cheap..

II. Exhibits large variability (you have to be 
lucky, or try many times).

III. Can be made robust to misinformation, 
but not sabotage.

IV. Sabotage is the expected behavior.



Why do cities super-scale?
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